NHOOPMAIIMOHHASA TAMATKA
JJISA OBYYAIOIIUXCA 1J1A PASMEIIEHUSA
HA OOPUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXABIM TOJ0M MOJOAEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a NIKOJHHUKH OIHU U3
caMbIX AaKTHBHBIX IIOJb30Baresnell PyHera. Mexay TeM, NOMHMO OIpPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT W MpoOJieMbl. DTa maMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KomMmmbroTepHsiii BUPYC - 3TO pa3HOBUIHOCTh KOMIBIOTEPHBIX MPOrPAMM, OTIUYUTEIHHON
0COOEHHOCTBIO KOTOPOH SBISICTCS CIIOCOOHOCTh K pa3MHOXKEHHIO. B JomoiHeHHe K 3TOMY,
BUPYCHI MOT'YT MIOBPEAUTD WJIH MOJTHOCTHIO YHUUTOXKUTH BCe (DaliiIbl ¥ IaHHBIE, TOJIKOHTPOJIbHBIE
10JIb30BATENI0, OT UMEHH KOTOPOTO ObLIa 3allyllieHa 3apaXKeHHasi IPOrpaMMa, a TaKkKe MOBPEAUTh
WIHM JJa)kKe YHUYTOXKUTH OINEPAlMOHHYI0 CUCTEMY CO BceMH (aiiinamu B 1ienoM. B OonbimHCTBE
CIIy4aeB pacHpOCTPaHSAIOTCS BUPYCHI UepPE3 UHTEPHET.

MeTtobl 3alIUTHL OT BPCOAOHOCHBIX ITPpOTIpaMM:

1. Hcrnonb3yli COBpEMEHHbBIE OIEPAIIMOHHBIE CHUCTEMBl, HUMEIOINE CEPbE3HBI YpOBEHb
3aIUTHI OT BPEJOHOCHBIX IIPOIPaMM;

2. TlocrossHHO ycTaHaBnMBaii madtd (UQPOBHIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C IIEITBIO TOPAOOTKH MPOrPaMMBbl) U Ipyrue OOHOBIICHUS CBOCH ONEPAllMOHHOM
cucteMbl. CkauuBail uX TOJIBKO ¢ odummanpHOro caita paspadorunka OC. Ecnu cymectByer
PEKHUM aBTOMATHUYECKOTO OOHOBIICHUS, BKIIOYH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE 0/ ITpaBaMH MOJIb30BaTeNs, @ HE aAMUHHUCTpaTOpa. DTO
HE TI03BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX TPOrPaMM MHCTAITUPOBATHCS HA TBOEM I1EPCOHAILHOM
KOMITBIOTEPE;

4. Wcnonb3yil aHTUBUPYCHBIE MPOTpaMMHBIE MPOAYKTHI U3BECTHBIX MPOU3BOAMTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyp pu3HUECKH JOCTYH K KOMITBIOTEPY JUIsl TOCTOPOHHUX JIMIL;

6. Ucnonb3yii BHeNIHWE HOCUTENU MH(MOpMalWU, Takue Kak Quemnika, AUCK Wi ¢ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBail KOMIIbIOTEPHBIE (DaliiIbl, TOTyUYEHHBIE U3 HEHA/IEKHBIX UCTOYHHUKOB. Jlaxe
Te (aiiIbl, KOTOpBIEe MPUCIIAT TBOM 3HAKOMBIN. JIydile yToYHM y HEro, OTIpaBIIsy I OH Te0e uX.

Ceru WI-FI

Wi-Fi - 370 He B mepenauy TaHHBIX, HE TEXHOJIOTHS, a BCETo JHIIbL OpeHa, Mapka. Eie B
1991 romy Huumepmanjackas KommaHusi 3apeructpupoBaia Openn "WECA", uro o6o3Haudasno
cioBocouetanue "Wireless Fidelity", koTopblil mepeBoautcs kak "GecrpoBoiHas TOYHOCTH'.

Jlo Hamiero BpeMeHH JoluIa apyras abOpeBuaTypa, KOTopas SIBISETCS TaKoW ke
TexHosorueit. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAAPT
BhICIICH 3ByKkoBOM TexHukH Hi-Fi, uTo B mepeBoie o3HavaeT "BrICOKAst TOUHOCTH'.

Jla, OecrlaTHBI HMHTEPHET-IOCTYN B Kade, OTeNnsX U a’dpomnoprax SBISETCS OTIMYHON



BO3MOXKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE SKCIIepThI CYUTAOT, YTO oouienoctynubie Wi-Fi
CETHU He SABJSAIOTCS 0€30MaCHBIMU.

CoeTbl 110 0€30MaCHOCTH pabOThI B 00LIEIOCTYIHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro muuHyro uHpoOpManuio yepe3 obmienoctymasie Wi-Fi cetu. Paboras
B HUX, KeEJIATEJIbHO HE BBOJIUTH MAPOJIH JJOCTYIIA, JIOTHHBI U KAKUE-TO HOMEpPa;

2. Wcnonb3yit 1 OOHOBIIANM aHTHBUPYCHBIE MpOrpaMMbl U OpaHaMayep. Tem caMbIM ThI
o0e3omacuiib ceds 0T 3aKaYKH BHPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonwzoBanmu Wi-Fi otkmoun ¢yskmuro "OOmuii moctyn k daitiam wu
npuaTepam". JlaHHas (YHKIUS 3aKphITa MO YMOJYaHHIO, OJHAKO HEKOTOPHIC IOJIb30BATEIU
AKTUBUPYIOT €€ JUIsl y100CTBa MCII0JIb30BaHus B paboTe win y4eoe;

4. He ucnonw3yit nyonuunsii WI-FI mu1st nepeiaun TMUHBIX JaHHBIX, HAIIPUMEp JJIs BBIX0/1a
B COLIMAJIbHBIE CETH WU B 3JIEKTPOHHYIO IIOUTY;

5. Ucnonb3yii Tosibko 3amuinennoe coequnenue uepe3 HTTPS, a ue HTTP, T.e. mpu HaGope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunsHOM Tenedone orkmoun Gynkuuio "Tloakmouenne k Wi-Fi aBromarnuecku".
He nonyckaif aBTOMaTn4ecKoro MOAKIIOYEHHUs ycTpoiicTBa k cetsM Wi-Fi 6e3 TBoero cormacwusi.

ConuaJbHBIE CeTH

CornuanbHble CETH aKTUBHO BXOJAT B HAIy JKW3Hb, MHOTHE JIOAM PAOOTAIOT U KUBYT TaM
noctosiHHO, a B Facebook ye 3aperucrpupoBaH MIILIHAp] YEJIOBEK, UTO SIBJISIETCS OJHOMN
CeIbMON BCEX KHUTeNed IMiIaHeThl. MHOTHE MOJB30BaTeIM HE MOHUMAIOT, YTO WHGpOpMAaIus,
pa3MeIIeHHass UM B COITMATIBHBIX CETSIX, MOKET OBITh Hal/IeHa M MCIOJIb30BaHA KEM YTOIHO, B
TOM YHUCIIEe HE 0053aTebHO ¢ OIaTIMH HAMEPEHHSIMH.

OcCHOBHBIE COBETHI IO 0€30MaCHOCTH B COHAJIbHBIX CCTAX:

1. Orpanuus cnucok apy3el. Y 1e0s B Ipy3bsiX HE JOKHO OBITh CIIy4aliHBIX M HE3HAKOMBIX
JIIOJIEH;

2. 3amumail cBOI0 4acTHYIO *kMU3Hb. He ykasbiBail maponu, TenedoHsl, ajapeca, 1aTy TBOETO
POXKICHUSI U JAPYTyI0 JUYHYI0 HHGOpMaluio. 3J0yMBIIUIEHHUKH MOTYT HCIOJIb30BaTh JaKe
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTEIH IJIAHUPYETE MPOBECTU KaHUKYJIBL;

3. 3ammaii CBOX peryTaIrio - IEP’KU €€ B YUCTOTE U 3a/1aBail ce0e BOMPOC: XOTEN ObI THI,
4TOOBI JIpYrHe MOJIb30BATEeH BHJIENH, YTO Thl 3arpyxaemib? llogymaii, mpexae 4eM 4YTo-TO
OITyOJINKOBATh, HAMMKCATh U 3aTPY3UTh;

4. Ecnu Tbl TOBOPHILB C JIFOJBMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAIBHOE UMS U
JIPYTYIO JTUYHYIO HHPOPMAIUH: UMsI, MECTO KUTEJIbCTBA, MECTO yUeObI U MpoYee;

5. U30eraii pazmemienus ¢ororpaduit B IuTepHete, rae Thl H300pakeH Ha MECTHOCTH, IO
KOTOPOU MO>KHO OIPENEIUTHh TBOE MECTOIIOJIOKEHHUE;

6. Ilpu peructpanuu B COIMAIBLHON CETH HEOOXOIMMO HCIIOJIb30BaTh CIIOKHBIE MApOIH,
cocTosmue u3 OykB v QP U ¢ KOJUISCTBOM 3HAKOB HE MEHEE §;



7. s conuanbHOM CETH, MOYTHl U APYTHX CAMTOB HEOOXOJMMO HCIIONB30BaTh pa3HbIC
naposu. Toraa eciu Te0s B3J10MAlOT, TO 3JOYMBIIIJIEHHUKH HOJIY4aT JAOCTYI TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

JIeKTPOHHbBIE IeHbI U

DJNEeKTPOHHBIE JCHBIH - 3TO OYEeHb YIOOHBIA cHoco0 IuIaTeXed, OAHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST HOJXYYUTh 3TU JICHBTH.

3JICKTpOHHBIe JCHBI'M TIOABHJIMCH COBCEM HCAABHO M HMMCHHO H3-3a O3TOIrO BO MHOTI'HUX
rocygapCTBax A0 CHUX IIOP HE INPOIHCAHO IIPO HUX B 3aKOHAaX.

B Poccun sxe oHM (YHKIMOHUPYIOT U O HUX YK€ MPOIMHUCAHO B 3aKOHE, I/I€ UX Pa3ACIsIOT
Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HKIla B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercss MPOBOAUTH ONepauud 0e3 WACHTH(PHKAIUK [OJb30BaTesl, a B
HEaHOHMMHBIX MJIeHTH(UKALKS T0Ib30BATENA ABISETCS 0053aTEIbHOM.

Taxxe crnenyer pasinyaTrbh AJIEKTPOHHBbIE (PUATHBIE IEHBIU (PaBHBI T'OCYJApPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUATHBIE IEHbIU (HE PaBHBI FOCYJAPCTBEHHBIM BAJIIOTaM).

OcHoOBHbIE COBETHI 110 0€3011aCHOM paboTe C INEKTPOHHBIMU JEHbIaAMU:

1. TlpuBsku K cueTy MOOWMIBHBINA TenedoH. DTO camblii YyAOOHBIH M OBICTPBIM CHOCOO
BOCCTAHOBUTBH JIOCTYI K cueTy. [IpuBs3aHHBIA TenedOH ITOMOXKET, eCiHu 3a0yaenib CBOM
IUTATS)KHBIA TTAPOJIb WK 3ai/IeIh HA CAUT C HE3HAKOMOT'O YCTPOWCTBA;

2. Vcnone3yit ogHOpa3zoBbie mapoiu. [locne mepexoa Ha yCUIIEHHYIO aBTOPHU3AIMIO TeOe
yke He Oy/IeT yrpoKaTh OMAaCHOCTh KPa)KH WITH TiepexBaTa MIaTeKHOTO MapoJis;

3. Boibepu cnoxHbli mapoiib. [IpectynHukam OyeT He IPOCTO yrajath CIOKHBIM MapoJib.
HanexHble maponu - 3TO Mapoju, KOTOpbIE COAEp)KaT He MeHee § 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, U PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAaK Jojuiapa, QyHTa,
BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBO/IM CBOM JTUYHBIC JAHHBIE HA CATaX, KOTOPHIM HE JIOBEPSCIIIb.
DJIeKTPOHHASA MOYTA

DJIEKTpOHHASA MOYTa - 3TO TEXHOJIOTHS M MPEIOCTABIISIEMBIE €0 YCIYTH IO MEPECHUIKE U
MOJTYYEHHUIO JJIEKTPOHHBIX COOOIIEHHUH, KOTOpPBhIE paCHpEAeNsiOTCS B KOMIBIOTEPHOH CeTH.
OO0BI4HO 3JIEKTPOHHBIN IIOYTOBBII SITITAK BBITJISITAT CIIEIYFOIITAM obpazoM:
UMs_TIONb30BaTeNA(@uUMs_OMeHa. Takke KpoMme Tepeadyd TMpPOCTOr0 TEKCTa, HWMeEeEeTCs
BO3MOJKHOCTH TIepe/1aBaTh (haubl.

OcHOBHBIE COBETHI 110 06€30MacHO paboTe ¢ IMEKTPOHHON TOUYTOM:

1. Hago BeIOpaTh NpaBWIIbHBIN MOYTOBBIN cepBUC. B mHTEpHETE ecThb OrpOMHBIN BHIOOP
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4Ille JOBEPSTh TEM, KOTO 3HAellb U KTO MEPBBIA B
pEUTHHTE;

2. He yka3pIBail B NMYHOM mouTe NU4HyI0 MHpopmauuio. Hanmpumep, mydmie BbIOparth
"My3bIKaNbHBIN (aHaTt@" wim "pokx2013" BmecTo "Temal3";

3. Mcnionb3yii IByXATaHYO aBTOPU3ALIMIO. DTO KOI'/1a IOMUMO M1apoJis HY>KHO BBOJUTH KO/,



npucbuIaeMblil mo SMS;

4. BpiOepu CcHOXHBIA Tapodib. JIJIsi KaXaoro MOYTOBOTO SIIUKA JOJDKEH OBITh CBOM
HaJCKHBIHM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecin ecTh BO3MOKHOCTh HalMcaTh CaMOMY CBOM JIMYHBIA BOMNPOC, MCIHOJIB3YH 3Ty
BO3MOKHOCTB;

6. Hcrnonp3yid HECKOJBKO IOYTOBBIX SIIUMKOB. IlepBbI 11 4YacCTHOM NEPENUCKUA C
aJpecatamMu, KOTOPHIM Thl JIOBEpsCIb. DTO 3JIEKTPOHHBIM aJpec HE HA/l0 HCIOJIb30BaTh MPHU
peructpanuu Ha popymax u cairax;

7. He oTkpbIBail ¢aiinel U Apyrue BIOKEHHS B MUCbMaX, Ja)Ke €CJIM OHU MPUIILIN OT TBOUX
npyseil. Jlydiie yTouHH y HUX, OTHPABIIsUIM JIM OHU TeOe 3T (ailibl;

8. Ilocne okoHuaHust pabOTHI Ha TOYTOBOM CEPBHCE TEPE/I 3aKPHITUEM BKJIAJIKU C CATOM HE
3a0yqb HaXaTh Ha "BeiidTa".

KubepOy/uinHT Wi BUPTYaJibHOE H3/1€BaTeJIbCTBO

KubepOymnuHr - npeciiejoBaHle COOOIIEHUSIMU, COACPKAIIMMU OCKOPOJIEHUS, arpeccutio,
3alyTUBAaHKE; XYJIUTAHCTBO; COIMAIbHOE OOMKOTHUPOBAHME C MOMOIIBIO PA3IMYHBIX MHTEPHET-
CEPBHCOB.

OcHoBHBbIE COBETHI 110 00pbOE ¢ KNOEPOYIMHIOM:

1. He 6pocaiics B 60ii. JIyummmii crmoco6: mocoBeToBaThCs Kak ce0sl BECTH U, €CJIH HET TOrO,
K KOMY MOXXHO OOpaTHThCS, TO BHayaj€ YCIOKOUTHCS. Eciu Tl HayHeNb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHSI, TO TOJIBKO elrle OOJIbIIIe pa30XoKelh KOH(IUKT;

2. Ypasinsii cBoeil kubeppernyTaiuei;

3. AHOHMMHOCTHL B CETH MHHMAS. Cy'H_[eCTBy}OT CITOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM,

4. He cTouT BecTH XyJIUTraHCKUI 00pa3 BUPTYalIbHOM ku3HU. IHTEepHET (huKCupyeT Bce TBOU
JEHCTBUS U COXpaHSeT UX. Y TaIUTh UX OyJIeT KpailHe 3aTpyIHUTENIbHO;

5. CoGurosait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHblid HeratuB. OIHOPa30BbIE OCKOPOUTENbHbIE COOOIIEHUS JIydlle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaabHOU CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COIMATBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIIPABKU COOOIIEHUH C OMpeIeICHHBIX aJ[PECOB;

8. Ecim Tl cBuzmerenb kuOepOyiiuHra. TBOM JEHCTBHUS: BBICTYNUTH TPOTUB
IIpecieioBaTeNs, MoKa3aTb €My, YTO €ro ACHCTBHS OLEHUBAIOTCS HETaTUBHO, MOAJEPKATh
KEPTBY, KOTOPOH Hy>KHA IICUXOJIOTUYECKas IOMOLIb, COOOIIUTE B3POCIBIM O (haKTe arpecCUBHOTO
IIOBE/ICHUS B CETH.

MoOunbHbIi Tes1e)oH

CoBpemenHbIe cMapT(OHBI U TUIAHIIETHI COAEPXKAT B ceOe BIIOJIHE B3POCIBIN (PYHKIIMOHAT,



U TENepb OHU MOTYT KOHKYPUPOBaTh CO CTAallMOHAPHBIMH KoMIlbioTepamu. OJIHAKO, CPEeACTB
3aIUTHI 7151 TTOJIOOHBIX YCTPOKCTB MTOKA OUYEHb Majlo. TecTupoBaHHE U TIOUCK YSA3BUMOCTEH B HUX
MIPOUCXOIUT HE TaK MHTCHCUBHO, Kak Jutst [1K, To sxe camoe kacaercss 1 MOOMITbHBIX MPHIIOKCHHIA.

CoBpeMeHHBIE MOOMJIBHBIE Opay3epbl yXKe MPaKTHYSCKH JIOTHAIM HACTOJILHBIC aHAJIOTH,
OJTHAKO pacimupeHre (yHKIMOHANIA BJIEYET 3a CO0OH OOJBIIYIO CIO0KHOCTH M MEHBIIYIO
3alIUICHHOCTb.

Jlaneko He BCE MPOU3BOAUTENN BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOLINE KPUTHUECKHUE
YSI3BUMOCTH JUIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TesieoHa:

Hudyero He sBasercs mo-HacTosAIEMY OecIuIaTHBIM. By,HL OCTOPOXKCH, BCIb KOrJa TeOe
npeajararoT OecIuIaTHBIN KOHTCHT, B HCM MOT'YT OBITH CKPBITBI KAKUC-TO IJIATHBIC YCIIYTH,

Jymaii, mpexze ueM oTnpaButb SMS, ¢oro uiu Buaeo. Thl TOYHO 3HACIIB, T1I€ OHU OyIyT
B KOHEYHOM HUTOTE?

Heo6x011M0 00HOBIIATH ONEPAILIIOHHYIO CUCTEMY TBOETO CMapT(OHa;
Vcnonp3yit aHTUBUPYCHBIE POTPAMMBI ISl MOOMITBHBIX TEJIe(hOHOB;

He 3arpy>1<a171 MMPUIIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHHU MOI'YT COACPIKATH
BPCAOHOCHOC IIPOIrpaMMHOC O6CCHC‘ICHI/IC;

[Tocme Toro kak Thl BBIAJENIb C caiiTa, T€ BBOAWUI JMYHYIO HHPOpPMAIHIO, 3aiau B
HACTPOWKHU Opay3epa U ynaiau cookies;

HepI/IOI[I/I‘leCKI/I HpOBepHﬁ, KaKHC IJIATHLIC YCIIYI'H aKTUBUPOBAHBI HA TBOEM HOMCPCE,

JlaBail cBoil HOMep MOOUIBHOrO TenedoHa TOJIBKO JIOASIM, KOTOPBIX Thl 3HAClIb U KOMY
JIOBEpsICLIb;

Bluetooth momxen ObITH BBIKITIOUEH, KOT/Aa Thl UM HE TOJb3yemibes. He 3a0biBaii mHOTIA
MPOBEPSTH 3TO.

Online urpsi

CoBpeMEHHbBIE OHJIAHH-UTPBI - 3TO KpPAacOUYHbIE, 3aXBaTbIBAIOLIUE pPa3BICUYCHUS,
00BeAMHSIONINE COTHHU THICAY YENIOBEK M0 BceMy Mupy. Urpoku uccienyroT JaHHBIH UM MHUP,
OO0IIAI0TCS IPYT € IPYTOM, BBIIMOJIHAIOT 331aHUS, CPAXKAIOTCS C MOHCTPAMH U MOJIy4aroT OMbIT. 3a
yI0BOJIbCTBHE OHU ILJIATST: MOKYIAOT JUCK, OIJIaYMBal0T aDOHEMEHT WM MPUOOPETAIOT KaKue-
TO OIILIMH.

Bce atu cpencTBa uayT Ha oj/iep KaHue U pa3BUTUE UTPHI, a TAK)XKE HA caMy 0€30MacHOCTb:!
COBEpILEHCTBYIOTCSI CUCTEMbl aBTOPHU3AIMH, BBITYCKAIOTCS HOBBbIE MaTuu (LIM(POBBIE 3aIUIATKU
JUISI IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B no100HBIX UTpax CTOUT onacaThbcst HE CTOJIBKO CBOMX COTIEPHUKOB, CKOJIBKO KPajkl TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPU3AIMK OOJBIIMHCTBA UTP.

OCHOBHBIC COBETHI 10 0€30IIACHOCTH TBOETO HUI'pOBOI'0 aKKayHTa:



1. Ecnu npyroii UTpok BeAeT ceOsl MII0X0 MM co37aeT Tede HeMPUATHOCTH, 3a0JIOKHPYH ero
B CIIUCKE UTPOKOB;

2. Ioxanyiics aIMUHUCTPATOPaM UI'Pbl HA IUIOXOE MOBEAEHUE ATOI0 UTPOKa, )KEJIATEIbHO
HPUIIOKUTH KaKHe-TO JI0Ka3aTebCTBA B BUJIE CKPHUHOB;

3. He yka3piBaii TMYHYI0 HHPOPMALIKIO B TIpodaiise urpsr,
4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii Heo(uIIMaIbHBIE TTATYH ¥ MOJBL;

6. Mcnonb3yii cliokKHbIE U pa3HbIE MAPOJIH;

7. Jlaxxe BO BpemMs WIPbl HE CTOMT OTKJIIOYAaTh aHTUBHpYyC. Iloka Tel Wrpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIUHT WIN Kpaxka JUIHbIX JAHHBbIX

OObIYHOM KpaXkell JeHeT U IOKYMEHTOB CErO/HsI YK€ HUKOTO HE YAUBUIIIb, HO C Pa3BUTUEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIIUJICHHUKH TIEPEMECTIIINCh B HWHTEPHET, U MPOAOHKAIOT
3aHUMATHCA ""TIOOUMBIM" HEJIOM.

Tak mosiBHIIacCh HOBast yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DHUIIUHT, TJIaBHAs IIEJb
KOTOPOI'O COCTOMT B IOJYYEHMH KOH(PHIEHIMAIbHBIX MAHHBIX I10JIb30BaTeNel - JOIMHOB U
naponeil. Ha anrnumiickoMm s3bike phishing unraercs kak ¢ummHr (ot fishing - peiOHas jg0Bis,
password - maposb).

OcHOBHBIE COBETHI 110 0OPHOE C PUIIMHTOM:

1. Cnenu 3a cBouM akkayHToM. Eciiu ThI IoJ103peBaellib, 4TO TBOSI aHKETa Oblila B3JIOMaHa,
TO HEOOXOAMMO 3a0JI0KHPOBATh €€ U COOOIIUTh aAMMHHUCTPATOpPaM pecypca 00 3TOM Kak MOXKHO
CKOpee;

2. Ucnonw3yil 6e3omacHble BeO-CaliThl, B TOM YMCJIE, HHTEPHET-Mara3uHoOB U MOUCKOBBIX
CHUCTEM;

3. Wcnonp3yil CIOXKHBIE W pa3Hble mapoyn. TakuMm oOpa3oM, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3OMali, TO HEOOXOIMMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
no6aBiieHb! y Te0sl B IpY3bsIX, O TOM, UYTO T€Os B3JIOMAJIX U, BO3MOKHO, OT TBOET0 UMEHHU OyJeT
paccbuIaThCs CllaM M CChUIKU Ha (PUIMHTOBbIE CaliThI;

5. YcranoBu HazexHbIi napons (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKJII0YM COXpaHEHHUE Maposis B Opaysepe;

7. He oTkpbiBaii (haiiibl U qpyrue BIOKEHUS B MUCbMaX, )K€ €CJIM OHU MPUIIUTH OT TBOUX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISINA JIM OHU Te0e 3T (aiiibl.

Hudposas penyrauus

[udposas pemyrarus - 3T0 HEraTHBHAs WM MO3UTHBHAS WH(POpPMAIMS B CETH O TeOe.



Komnpomerupyromas nHpopmanus, pasMelIeHHas B MHTEPHETE, MOXKET Cephe3HBIM 00pazom
OTpa3UThCs Ha TBOEH peanbHOW ku3HU. "lludpoBas pemyranus" - 3To TBOH MUMHIK, KOTOPBIH
dopmupyercst u3 unpopmaru o Tede B MHTEpPHETE.

TBoe mecTo KHUTCJILCTBA, y‘le6I)I, TBOC (bl/IHaHCOBOC ITOJIOKCHHUEC, 0COOEHHOCTHU XapaKTepa u
paccka3bl O OJIM3KHUX - BCE 3TO HAKAIIMBACTCS B CCTH.

MHorue noJapoCTKU JIETKOMBICIEHHO OTHOCATCA K IMyOJMKAllMM JMYHON MHGpOpManuu B
WNurtepHere, He MOHUMAst BOBMOXHBIX TOCIEACTBUN. ThI Jaxe HEe CMOXKEIIb JI0TaIaTbCsl O TOM, YTO
dororpacdus, pasmelieHHas 5 JeT Ha3all, cTaja MPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

Kommenrtapuu, pazmenienue TBoux ¢ororpaduii u Apyriue ASUCTBUS MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOro, KaK Thl UX YAaJIuIlb. Thl HE 3Haellb, KTO COXpPaHWI 3Ty HH(OpMaIHIO, IoTana
JU OHA B IOMCKOBBIE CHCTEMbl M COXpPaHWJACh JIM OHA, a TJIABHOE: YTO MOAYMalOT O Tebe
OKpY’Karollue JIOAM, KOTOpble HalayT U yBUAAT 310. Hailtu undopmainuo MHOro jer croycrs
CMOXET JIF000H - KaK U3 JOOPBIX MOOYKACHUH, TaK ¥ C HAMEPEHUEM MTPUYUHHUTD BPEA. DTO MOXKET
OBITH KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIUTE MU(POBON PEITYTAIINH:

1. Tlomymaii, mpexae 4eM 4To-TO MyOJMKOBaTh M IepenaBaTh y cebs B Oiore WM B
COIIMAILHOM CETH,

2. B Hactpoiikax mpoguisi yCTaHOBU OTpaHMYECHHUS Ha MPOCMOTP TBOETO MPOMUIL U €ro
COJIEP’)KUMOT0, CclIeNail ero TOJbKO "1Isl Ipy3en';

3. He pa3menaii u He yka3piBail HH(OPMAIIHIO, KOTOPask MOXKET KOro-11u00 OCKOPOISATh UITH
00MXKaTh.

ABTOpCKOE IPaBO

CoBpeMeHHbIE MKOJBHUKHU - aKTUBHBIE MMOJB30BaTeNn IU(pPoBOro npoctpancTea. OIHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTMMHU BO3MOXHOCTSMHU HU(GPOBOrO Mupa Tpedyer
cOOJTII0IeHHSI TIPAaB HA MHTEIUICKTYAIbHYI0 COOCTBEHHOCTD.

Tepmun "HHTeNIEKTyanbHas COOCTBEHHOCTh" OTHOCHTCS K PAa3JIMYHBIM TBOPEHHSIM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETeHHI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, M 3aKaHYMBasg KHUramu, QotorpadusiMu, KUHOQWIBMaMHU U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHME TpaBa - 3TO MpaBa Ha WHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOM3BEICHUS
HayKH, JUTEPATYPBI U UCKYCCTBA. ABTOPCKHUE MTPaBa BBICTYNAIOT B KAYE€CTBE TAPAHTUH TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJdeT HampacHbIM, JacT €My CIpaBeIJIHBbIC
BO3MOXHOCTH 3apa00TaTh Ha pe3yibTaTaXx CBOErO TPYy/Ja, MOJYyYUTh U3BECTHOCTh U IPU3HAHUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOKET BOCIIPOM3BOIUTH €r0 IMPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAaBaTb, MMIIOPTUPOBATH, IYCKAaThb B MPOKaT, MyOJIMYHO
UCTIOJIHAT, IOKA3bIBATh/UCIIOIHATh B A(Hpe Wi pazmeniaTts B IHTepHeTe.

Hcnons3zoBanne "muparckoro” mMporpaMMHOTO OOECIeYeHUsI MOXKET MPUBECTH K MHOTHM
pUCKaM: OT TMOTEPH JAHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKH TBOETO YCTPOHCTBA, TIE
yCTaHOBJICHA HellerajgpHas nporpamma. He crout Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETajJbHbIE
U OecIIaTHBIE TPOTPaAMMBbI, KOTOPBIE MOKHO HAWTH B CETH.



O noprane

CereBu40K.p( - TBOW TTIABHBII COBETUHK B CETU. 37€Ch ThI MOXKEIIb Y3HATH O 0€30IaCHOCTH
B CETH TMOHATHBIM M JIOCTYIHBIM SI3BIKOM, @ MPU BO3HUKHOBEHUH KPUTHYECKON CHUTyaIluu
0o0paTHThCS 32 COBETOM. A TakKe MPUHATh Y4acTHE B KOHKYpPCAaX M CTaTh CaMbIM ITU(POBBIM
rpax JaHuHOM !



